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Foreword/Acknowledgments

This Food Fraud Vulnerability Self-Assessment Tool has been developed by SSAFE in
collaboration with Wageningen University and Research Center and VU University
Amsterdam. SSAFE has also collaborated with PwC to develop an electronic version of this
tool.

Legal Considerations/Disclaimer

SSAFE DOES NOT MAKE ANY REPRESENTATION OR WARRANTY REGARDING THE
DESIGNATIONS EMPLOYED AND THE CONTENTS OF MATERIAL IN THIS PUBLICATION, OR
WHETHER THE INFORMATION IN THIS PUBLICATION IS APPROPRIATE OR APPLICABLE TO
ANY PARTICULAR FACTUAL SITUATION. ALTHOUGH SSAFE HAS MADE EFFORTS TO VERIFY
THE INFORMATION IN THIS PUBLICATION, THE CONTENTS OF THIS PUBLICATION ARE
PROVIDED AS-IS, AND YOUR USE OF THIS PUBLICATION IS AT YOUR OWN RISK. YOU ARE
SOLELY RESPONSIBLE FOR ANY INTERPRETATION AND/OR USE OF THE INFORMATION IN
THIS PUBLICATION. NEITHER SSAFE, NOR ANY OF ITS MEMBERS, AFFILIATES, OFFICERS OR
DIRECTORS, NOR ANY OF ITS AGENTS OR ANY OTHER PARTY INVOLVED IN CREATING,
PRODUCING, OR DELIVERING THIS PUBLICATION SHALL BE LIABLE FOR ANY DIRECT,
INDIRECT, PUNITIVE, INCIDENTAL, SPECIAL, CONSEQUENTIAL OR OTHER DAMAGES ARISING
OUT OF OR IN ANY WAY CONNECTED WITH THE USE OF THIS PUBLICATION WHETHER BASED
ON CONTRACT, TORT, STRICT LIABILITY OR OTHERWISE, EVEN IF ADVISED OF THE
POSSIBILITY OF ANY SUCH DAMAGES.

The foregoing Disclaimer is limited and amended to the extent required by law in specific
jurisdictions. This Disclaimer is in addition to the terms and limitations in the SSAFE Website
Terms of Use, located at http://www.ssafe-food.org/ssafe-terms-of-use/

SSAFE®

w‘ SSAFE Food Fraud Vulnerability Assessment Tool



Terms and Definitions

Food Fraud

A collective term encompassing the deliberate and intentional substitution, addition,
tampering, or misrepresentation of food, food ingredients or food packaging, labelling,
product information, or false/misleading statements made about a product for economic

gain.

More specifically the following types of food fraud considered in this tool are:

Dilution is the process of mixing a liquid ingredient with high value with a liquid of
lower value.

Substitution is the process of replacing an ingredient or part of the product of high
value with another ingredient or part of the product of lower value.

Concealment is the process of hiding the low quality of a food ingredients or product.

Mislabeling is the process of placing false claims on packaging for economic gain.
Unapproved enhancement is the process of adding unknown and undeclared
materials to food products in order to enhance their quality attributes.
Counterfeiting is the process of copying the brand name, packaging concept, recipe,
processing method etc. of food products for economic gain.

NOTE: Grey market production/theft/diversion is out of scope for this tool. However, it may
be picked up anyway.

Mislabelling

* Expiry, provenance (unsafe origin) ToxicJapanese star anise
labelled as Chinese star anise

* Mislabelled recycled cooking oil

Dilution
* Watered down products using non-potable/unsafe water
* Olive oil diluted with potentially toxic tree oil

-

Concealment
* Poultryinjected with hormones to conceal diseases
* Harmfulfood colouring applied to fresh fruit to cover defects

Counterfeiting
* Copies of popular foods — not produced with acceptable safety
assurances

Substitution
* Sunflower oil partially substituted with mineral oil
* Hydrolysed leather protein in milk

Unapproved enhancements
* Melamine added to enhance protein value
* Use of unauthorised additives (Sudan dyes in spices)

Grey market production/theft/diversion
* Sales of excess unreported product
* Loss of royalties or brand payments

SSAFE®

SSAFE Food Fraud Vulnerability Assessment Tool

N



Food Fraud Mitigation Measures

Hard and soft actions that are taken to combat against identified food fraud vulnerabilities.

Food Fraud Vulnerability

Susceptibility or exposure to a gap or deficiency that could place consumer health at risk
and/or have an economic or reputational impact on a food company’s operations if not
addressed.

Food Fraud Vulnerability Assessment

The process of collection and evaluation of information on potential food fraud risk factors
as well as mitigation measures which, when combined, determine the actual fraud
vulnerability.
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Introduction

Recent global food fraud scandals have further highlighted the need to strengthen
companies’ ability to mitigate against the risks of food fraud within their organizations and
across their supply chain. Authorities, consumers and other stakeholders expect food
companies to act proactively and mitigate against food fraud risks.

However, current food safety management systems are not designed for food fraud
mitigation, which requires a different perspective and skill set than food safety or food
defense. For instance, socio-economic issues and past food fraud incidents are not included
in traditional food safety or food defense risk assessments. Vulnerabilities relating to food
fraud can also occur outside the traditional activities of a company.

In this context, SSAFE has collaborated with Wageningen UR and VU University Amsterdam
to prepare a science-based tool for assessment of a company’s food fraud vulnerabilities and
provide a basis to develop company-specific intervention strategies.
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Scope of the Tool

The Food Fraud Vulnerability Assessment Tool provides companies with an assessment tool
that can be used in the company’s systematic process of assessing its vulnerabilities to food
fraud.

This tool refers to food fraud as intentional food adulteration (i.e. dilution, substitution,
concealment, unapproved enhancements, mislabelling) and counterfeiting for economic
gain only. Ideologically motivated acts in the food supply chain are out of scope.

This tool can be used by businesses across the food supply chain, irrespective of size,
geographical location or type of food business.

This tool can support companies in the implementation of the new GFSI requirements for
food fraud mitigation.

In this tool, references are made to sources and to other tools if more specific or further in-
depth analysis is required.

This tool provides a profile of a company’s potential food fraud vulnerability, and this profile
can form the basis for the development of company specific interventions to mitigate the
identified vulnerabilities.

This tool does not provide specific recommendations for mitigation techniques. However,
some of the referenced tools and information sources may provide such additional support.

This tool is not designed to detect fraud nor predict future food fraud incidents. However, by
addressing identified vulnerabilities, unknown fraudulent activities may be identified and
provide companies with the opportunity to stop them from occurring.

Companies can use this tool and its outcomes as an integral part of their food safety
management system.

NOTE: Food fraud vulnerabilities are dynamic and may change over time. Therefore, this is a
“living tool” that requires regular usage.
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Decision Tree

The tool can be used to assess the vulnerability to fraud at an ingredient, product, brand,
facility, country or company-wide level and, where applicable, major direct suppliers and
customers. To help determine where to apply the tool (i.e. set your scope), the following
Decision Tree, or pre-filter, can be used.

Undertake assessments on all areas

Have past food fraud _@_> of the operation where food fraud Carry out an additional

incidences oc;:urred\nthm events have occurred (duplicate assessmentngn }2; :
the company? assessments may be required) COIIDINVERIUIEIDIEIE

No

Q Carry out an initial assessment

Does the companyhave a on that part of the company (Product line
general vulnerability to food /region /geography) where food fraud
fraud? (e.g. customers have is assumed to be arisk . Where itisa
reduced prices — there is region or geography identified to be at
fraud in the country or risk undertake an assessment on all sites
region of operation)? within that region.

Did the assessment validate your
initial concerns?

Does the companyhave a Carry out an assessment on .
weak ethical culture within that part of the company where ethical
the organisation? culture may be perceived as weak.

v

Carry out a more
comprehensive
company wide
assessment.

ZS ‘
9 Carry out an initial assessment
Has the company been

on that part of the company where
exposed or is it vulnerable prices have fluctuated significantly or
to heavy price fluctuations? has the potential to do so.

Did the assessment validate your
initial concerns relative to the
company’s vulnerability to food fraud?

Did the assessment validate your
initial concerns relative to the
company’s vulnerability to food fraud?

Where appropriate given the scale

of your company, undertake separate
Does your company assessments on your ingredients,
have a large number of —@-} products and operating /distribution
suppliers? sites. (Carry out a company wide

assessment if additional risks are

identified above).

Is your company @_’ Complete as a minimum;

certified to a GFSI an FFVA on a company wide basis.
recognised scheme?
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The Assessment Team

An assessment of food fraud vulnerabilities requires a wide range of expertise. Depending
on the selected scope of the assessment, knowledge with regard to general controls (e.g.,
internal audits, security, QA, laboratory analyses, external audits, supply chain),
procurement, finance and other management functions could be required. The tool provides
advice regarding what type of expertise may be required to answer each question.

Large companies should compose a multifunctional team, whereas smaller companies might
need external support from subject experts or consultants.

SSAFE®

@‘ SSAFE Food Fraud Vulnerability Assessment Tool



How to Use this Guideline — the Guideline Structure

The Components

The Food Fraud Vulnerability Assessment Tool has seven parts:
i.  Ageneral information sheet regarding company information and the team that
completed the information in the tool
ii. A decision tree to help the user decide where to apply the tool
iii. Fifty assessment questions
iv.  Main spider webs providing a general overview of the findings
v. Detailed spider webs providing further insight into the findings

vi.  Outputs enabling the user to prepare potential mitigation strategies and techniques
for identified vulnerabilities
vii.  Afinal report summarizing the outcome of the assessment

The Questions

The tool includes fifty questions for food fraud vulnerability assessment, and it is structured
in two dimensions. The first dimension involves the elements affecting criminal behaviour,
i.e. opportunities, motivations, and control measures. The second dimension concerns the
company and the layers of its external environment, i.e. its direct suppliers and customers,
its supply chain, and the (inter)national governance environment.

The opportunities section includes indicators related to product and process characteristics,
features of the chain/industry network, and historical evidence of fraud with particular food
products and ingredients.

The motivations section includes indicators for organizational aspects such as business
culture, historical offenses, and economic conditions of the company, suppliers and
customers. The indicators for motivations are subdivided according to the second dimension
—the environmental layers. Indicators are provided for the own company, the direct
suppliers, and the wider environment.

The control measures section consists of 19 indicators for mitigation and contingency
control measures. A subdivision is provided for the environmental layers, i.e. the internal
hard controls, internal soft controls, and external controls at the level of the direct
suppliers/customers and the wider environment.

For each opportunity and motivations indicator, three descriptions are provided that reflect
three risk levels (low, moderate, and high). Similarly, for each control indicator, three
descriptions are provided to reflect the level of control. The description that reflects the
company situation needs to be selected for each indicator.
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ANNEX Il - The Scientific Framework Behind the Tool

The often-cited principle in food fraud mitigation is “Think like a criminal.” Criminology is the
science studying criminal behavior and criminal decision-making. This includes fraud, which
is an economically motivated crime.

In contemporary criminology, economically motivated crimes are seen as the outcome of the

aggregation of 1) opportunities, 2) motivations, and 3) the absence of control measures (see
Figure 1). These three elements have been the topic of extensive study and theory testing
and form the basis for this assessment tool.

Opportunities

Fraud Vulnerability

Figure 1 — Fraud Vulnerability: the three elements affecting criminal behavior

Opportunities

In the case of food, ingredients and products are — by the nature of their composition,
gualities, and geographical or production origin — attractive for adulteration, substitution,
mislabeling or counterfeiting.

Motivations

Fraud can be committed by individual offenders working in a company or in organized
networks, as well as by corporate offenders such as companies operating across the supply
chain. Fraudsters can be operators within the supply chain or external operators trying to
infiltrate or manipulate the supply chain.

Economic motivation assumes the pursuit of individual material gain or some kind of
business advancement. Depending on the offender and the situation, this economic
motivation can take two different forms: profit maximization or loss minimization. In other
words, greed versus need: the drive for more material gain versus the perception that law
breaking is unavoidable for economic survival.

Furthermore, additional factors such as organizational strategy, business culture, level of
competition, and relationships with suppliers will have an impact on the motivations to
commit food fraud.
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Mitigation Measures

Businesses and systems can implement control measures to detect or prevent fraud and
intervene in case of deviations. In criminology, informal guardians are distinguished from
formal guardians, and exercising guardianship (control) is the formal and professional duty
of the latter. From a company perspective, formal internal guardians can be food quality and
safety officers, while the national Food Safety Authority exercises formal external
guardianship. Informal guardians can be employees, suppliers, or customers. From a
company’s perspective, the most appropriate system to exercise guardianship is the Food
Safety Management System, which can (and should) include measures to mitigate the risk on
fraud such as detection systems or preventive measures in the form of both hard and soft
controls.

The Influence of the Environment

Research has established that people have the psychological tendency to place threats of
crime outside the social group or the organization to which they belong (the “alien
conspiracy”). However, criminological studies repeatedly show that in most cases where
companies are victimized by fraud, the offenders are employees. Therefore, potential
opportunities and motivations for food fraud should be assessed in both the internal and the
external environment of the company.

From the perspective of the company conducting the assessment, the internal and external
environment consists of various levels:

* The company

* The direct suppliers and customers across the company’s supply chain

* The industry segment

* The national and/or international environment.

Along this dimension of environmental layers, the company’s ability to manage
opportunities and motivations decreases. Similarly, the company’s ability to obtain reliable
data on the elements “Opportunities,” “Motivations,” and “Mitigation Measures” decreases
along the axis (as illustrated in Figure 2).

Company
Company’s Supply Chain

Motivations Opportunities

Industry Segment

Country / Regional
Environment

Global Environment

Company's

Decreasing
Control Measures ‘Span of Control’

Figure 2 - The environment of the company and the three elements of food fraud
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How The Scientific Framework Relates to this Tool

This food fraud vulnerability assessment takes the criminological framework as a starting
point. The three elements are the main factors determining a company’s vulnerability to
food fraud. The elements are producing risks in the following manner: Opportunities and
motivations are determined by the company’s internal and external environment and are
defined as the potential fraud risk factors. The potential risk resulting from these two
elements can be mitigated by the third element: the mitigation measures in place in the
company’s Food Safety Management System and/or external controls in the supply chain,
industry segment, and/or legal framework.

Companies operating in a high-fraud risk environment (e.g. due to opportunities, drivers or
motives inherent to the environment) will require advanced and specific fraud-monitoring
systems and preventative measures to limit their vulnerability. Contingency measures may
be required alongside mitigation measures to limit damage in case fraud issues occur within
the company or its environment.
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